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Fig.1 Flow chart of digital fingerprint based on homomorphic public key encryption
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Abstract: An asymmetric fingerprinting scheme for remote sensing images based on the homomorphic public
key encryption algorithm is proposed for solving the problems of high computational complexity and low band-
width efficiency in asymmetric digital fingerprinting. In this scheme, the data provider encrypts the remote sens-
ing images via the DCT spread spectrum scrambling method, and the Bresson homomorphic public key encryp-
tion algorithm is used to realize asymmetric distribution of the decryption key. The copies of remote sensing im-
ages with the fingerprint are decrypted by the client, and different copies with the fingerprint come from differ-
ent decryption keys. The remote sensing images are not directly encrypted by the public key encryption algo-
rithm, so the complexity of the algorithm is greatly reduced and the encryption efficiency is dramatically im-
proved. Meanwhile, the demand of bandwidth will be reduced and the efficiency of bandwidth will be improved,
because data owners not only need to generate one copy with the fingerprint for different users, but also data
copies are distributed to different users via multicast transmission. The experiments have shown that the scheme
can effectively improve the efficiency of bandwidth and the efficiency of encryption when the number of users 1s
relatively large, which can greatly reduce the computing load of the data server and reduce the waiting time of
the users.
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